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Adversarial	attacks
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Principle	of	generating	adversarial	attacks
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Input	Space Deep	Neural	Network	𝒇 Feature	Space

Adversarial	reachable	region	
△ 𝑥 = {𝑥′: 𝑥6 − 𝑥 8 ≤ 𝜀}
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Principle	of	generating	adversarial	attacks

• Then	generating	adversarial	examples	reduces	to	the	problem	of	solving

• Different	tools	in	optimizations
• Zero-order	solvers	(only	access	to	the	output	of	NN)

• Black-box	attack
• First-order	solvers	(access	to	gradient	info,	e.g.,	FGSM,	BIM,	PGD,	CW	attack,	…)

• White-box	attack
• Why	white-box?	Because	calculating	gradient	requires	full	info	about	NN

• Second-order	solvers	(access	to	Hessian	matrix,	e.g.,	L-BFGS	attack)
• White-box	attack
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FGSM	Attack
• Fast	gradient	sign	method	(FGSM)	attack

• Goodfellow	(2015)	Explaining	and	Harnessing	Adversarial	Examples

• Recall	our	goal:	 max
&?@AK& LMN

ℒ(𝐶 𝑥FGH ), y)	

• Let	us	do	linear	expansion	at	𝑥:	ℒ(𝐶 𝑥FGH ), y) ≈ ℒ(𝐶 𝑥 ), y) + 𝑥FGH − 𝑥, 𝛻&ℒ 𝐶 𝑥 , 𝑦
• So	the	problem	then	reduces	to	 max

&?@AK& LMN
𝑥FGH − 𝑥, 𝛻&ℒ 𝐶 𝑥 , 𝑦

• Closed-form solution: 𝑥FGH∗ = 𝑥 + 𝜖 / sign 𝛻&ℒ 𝐶 𝑥 , 𝑦
• Why?
• Holder	inequality:	for	any	vector	𝑎, 𝑏,	we	have	 𝑎, 𝑏 ≤ 𝑎 S 𝑏 T,	where	

U
S
+ U

T
= 1 and	𝑝, 𝑞 ≥ 1

• / S and	 / T are	also	known	as	dual	norms
• Examples:	 / Z is	self-dual,	 / U and	 / 8 are	dual
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constant
(non-convex	and	hard	to	solve)



FGSM	Attack
• Fast	gradient	sign	method	(FGSM)	attack

• Goodfellow	(2015)	Explaining	and	Harnessing	Adversarial	Examples

• Recall	our	goal:	 max
&?@AK& LMN

ℒ(𝐶 𝑥FGH ), y)	

• Let	us	do	linear	expansion	at	𝑥:	ℒ(𝐶 𝑥FGH ), y) ≈ ℒ(𝐶 𝑥 ), y) + 𝑥FGH − 𝑥, 𝛻&ℒ 𝐶 𝑥 , 𝑦
• So	the	problem	then	reduces	to	 max

&?@AK& LMN
𝑥FGH − 𝑥, 𝛻&ℒ 𝐶 𝑥 , 𝑦

• Closed-form	solution: 𝑥FGH∗ = 𝑥 + 𝜖 / sign 𝛻&ℒ 𝐶 𝑥 , 𝑦
• Why?
• Obj(𝑥FGH) = 𝑥FGH − 𝑥, 𝛻&ℒ 𝐶 𝑥 , 𝑦 ≤ 𝑥FGH − 𝑥 8 𝛻&ℒ 𝐶 𝑥 , 𝑦 U
• On	the	other	hand,	the	above	solution	achieves	the	upper	bound	and	satisfies	the	constraint
• This	finishes	the	proof
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constant

by	Holder	inequality
≤ 𝜖 𝛻&ℒ 𝐶 𝑥 , 𝑦 U

Named	FGSM	attack

(non-convex	and	hard	to	solve)



Facts	about	FGSM	Attack
• FGSM	is	a	white-box,	non-targeted	adversarial	attack
• White-box:	we	need	to	calculate	𝛻&ℒ 𝐶 𝑥 , 𝑦 	to	create	the	adversarial	image
• FGSM	calculates	the	gradient	only	once

• Non-targeted:	the	attacker	aims	to	maximize	the	loss	w.r.t.	the	true	label
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Intuition	behind	using	sign	operator?
• Recall	that	FGSM	creates	an	adversarial	image	xadv by

𝑥FGH = 𝑥 + 𝜖 / sign 𝛻&ℒ 𝐶 𝑥 , 𝑦
• We	have	proven	that	it	is	the	closed-form	solution	of	an	optimization	problem

• Intuition	behind	using	sign	operator:
oRemove	the	imbalance	in	the	update	when	the	gradient	on	one	pixel	is	much	
larger	

o The	method	automatically	reaches	the	boundary	of	adversarial	reachable	
region	for	all	pixels	△ 𝑥 = {𝑥′: 𝑥6 − 𝑥 8 ≤ 𝜀} (thus,	it	uses	the	full	power	of	
adversarial	budget)

oBetter	empirical	attack	success	rate	in	experiments
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Issues	with	FGSM	Attack
• Sometimes,	FGSM	requires	large	𝜖 in	order	to	succeed	(human-perceptible)
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Prediction:	car	mirror Prediction:	sunglasses

Original	image Adversarial	image

Picture	from:	https://blog.floydhub.com/introduction-to-adversarial-machine-learning/

Many	artifacts



BIM	Attack

• Basic	iterative	method	(BIM)	attack
• Kurakin	(2017)	Adversarial	Examples	in	the	Physical	World

• BIM	is	a	variant	of	FGSM:	it	repeatedly	adds	noise	to	the	image	x in	multiple	
iterations,	in	order	to	cause	misclassification
• Let	𝑡 be	the	index	of	iterations,	and	𝛾 be	the	step	size.	BIM	is	given	by

𝑥` = 𝑥`KU + 𝛾 / sign 𝛻&ℒ 𝐶 𝑥`KU , 𝑦
• Compare	with	FGSM

𝑥FGH = 𝑥 + 𝜖 / sign 𝛻&ℒ 𝐶 𝑥 , 𝑦
o Step	size	is	different
o BIM	uses	an	iterative	procedure	while	FGSM	uses	a	one-shot	procedure
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BIM	Attack
• Example	of	BIM	attack	on	the	printed	image	of	a	washer

• By	repeating	𝑥` = 𝑥`KU + 𝛾 / sign 𝛻&ℒ 𝐶 𝑥`KU , 𝑦 ,	the	perturbation	size	𝜖 will	
become	larger	and	larger
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Issues	with	BIM	Attack
• Example	of	BIM	attack	on	the	printed	image	of	a	washer

• By	repeating	𝑥` = 𝑥`KU + 𝛾 / sign 𝛻&ℒ 𝐶 𝑥`KU , 𝑦 ,	the	perturbation	size	𝜖 will	
become	larger	and	larger
• For	a	pre-defined	𝜀,	𝑥` may	violate	the	constraint	 𝑥6 − 𝑥 8 ≤ 𝜀 when	𝑡 is	large
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PGD	Attack

• Projected	gradient	descent	(PGD)	attack
• Madry (2017)	Towards	Deep	Learning	Models	Resistant	to	Adversarial	Attacks

• To	resolve	the	issue	of	BIM,	PGD	involves	a	truncation	operation:

𝑥` = clip Ke,e 𝑥`KU + 𝛾 / sign 𝛻&ℒ 𝐶 𝑥`KU , 𝑦

• That	is,	for	those	pixels	with	perturbation	size	larger	than	𝜖,	“clip”	truncates	it	
to	𝜖

• Another	difference	from	BIM: PGD	uses	random	initialization	for	𝑥f,	by	adding	
random	noise	to	the	original	image	from	a	uniform	distribution	in	the	range	
−𝜖, 𝜖
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PGD	Attack

• PGD	attack	example
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Prediction:	baboon Prediction:	Egyptian	cat

Egyptian	cat

Original	image Adversarial	image

Picture	from:	https://blog.floydhub.com/introduction-to-adversarial-machine-learning/

Fewer	artifacts	
than	FGSM



Facts	about	PGD	Attack

• PGD	is	a	white-box,	non-targeted adversarial	attack
• White-box,	since	we	need	to	know	the	gradients	𝛻&ℒ 𝐶 𝑥 , 𝑦 	of	the	model	
to	create	the	adversarial	image
• PGD	calculates	the	gradient	multiple	times

• Non-targeted,	since	PGD	aims	to	maximize	the	loss	w.r.t.	the	true	label
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Targeted	PGD	Attack

• Gradient	approaches	(FGSM,	BIM,	PGD)	can	also	be	designed	as	targeted	white-
box	attacks
• In	this	case,	the	added	perturbation	noise	aims	to	minimize	the	loss	function	
of	the	image	for	a	specific	target	class
• But	how?
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Prediction:	hippopotamus Prediction:	maraca

Maraca

Original	image Adversarial	image

Picture	from:	https://blog.floydhub.com/introduction-to-adversarial-machine-learning/



Comparison	between	Untargeted	and	
Targeted	Attacks
• Untargeted objective:	 max

&?@A∈△ &
ℒ(𝐶 𝑥FGH , 𝑦ghij)	

• Targeted	objective:	 min
&?@A∈△ &

ℒ(𝐶 𝑥FGH , 𝑦gkhljg)	

• Untargeted iteration:	𝑥FGH` = clip Ke,e 𝑥`KU + 𝛾 / sign 𝛻&ℒ 𝐶 𝑥`KU , 𝑦ghij
• It	is	based	on	maximizing	the	loss	function	for	the	true	class

• Targeted iteration:	𝑥FGH` = clip Ke,e 𝑥`KU − 𝛾 / sign 𝛻&ℒ 𝐹 𝑥`KU , 𝑦gkhljg
• It	is	based	on	minimizing	the	loss	function	for	the	target	class
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Gradient	Descent

Gradient	Ascent



Unrestricted	Adversarial	Examples

• Most	works	investigated	the	generation	of	adversarial	examples	that	are	
constrained	to	lie	in	the	neighborhood	of	clean	samples
• E.g.,	𝐿S norm	bounded	perturbation
• Such	constraints	ensure	that	the	adversarial	examples	are	human-
imperceptible
• Such	examples	are	sometimes	referred	to	as	restricted	adversarial	examples

• Unrestricted	adversarial	examples are	generated	without	considering	any	
bounds	or	constraints	on	the	modifications	of	clean	inputs
• As	long	as	the	adversarial	examples	are	human-imperceptible
• Challenging,	because	it	is	mathematically	hard	to	define	“human-
imperceptible”
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Unrestricted	Adversarial	Examples	Challenge
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Unrestricted	Adversarial	Examples	Challenge
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The	class	
of	bicycle

The	class	
of	bird



Unrestricted	Adversarial	Examples	Challenge
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Unrestricted	Adversarial	Examples	Challenge
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List	of	Adversarial	Evasion	Attacks
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